Oo0yuyaromumcst

Pasmemiaercs nndopmarponHas namsTka (nmpusioxenue No2) u ykaspiBaercsi HH(popManus o
MEpPONPUATHIX, POEKTAX U MpOrpaMMax, HallPaBJICHHBIX Ha MOBBIIICHNE HH(POPMAITHOHHON
IPAaMOTHOCTH OOYYarOIIHXCA.

IIpunoxenue N° 2

HNuadopmanmuoHHanA IaMATKA /I 00yYaIoIUXCA V1A pa3MenleHUs
Ha opunuaabHbix NHTEpHET-pEecypcax

C Ka*XabIM I'OJ0OM MOJIOAEXKH B MHTEPHETE CTAHOBUTHCA 60.71})1116, a IIIKOJIBHUKH OJHHU U3
CcaMBbIX aKTUBHBIX I10JIb30BaTEJIEN PYHeTa. Memy TEM, IOMHUMO OI'POMHOT'O KOJINYECTBA
BOSMO)KHOCTeﬁ, HWHTEPHET HECET U HpO6JIeMbI. dTa nmamsaTKa AO0JI2KHA ITIOMOYb Tebe
0e301acHoO HaXOAHUTHCA B CETH.

KoMmnpioTepHbIE BUPYCHI

KoMIIbI0TepHBIN BUPYC - 3TO PA3HOBUHOCTH KOMIIBIOTEPHBIX ITPOTPAMM,
OTJIMYUTETHHOU 0COOEHHOCTHIO KOTOPOU SIBJISIETCA CIIOCOOHOCTh K PA3MHOKEHHI0. B
JIOTIOJTHEHNE K 3TOMY, BUPYChI MOTYT ITIOBPEIUTD HUJIU ITOJTHOCTHIO YHUUTOXKHUTH BCE
aiitel 1 TaHHBIE, TOJIKOHTPOJIBHBIE ITOJIb30BATEJI0, OT UMEHH KOTOPOTO ObLIa
3aIyIeHa 3apak€HHas MPOrpaMMa, a TakKe IMTOBPEIUTD WU JayKe YHUUTOKUTh
OTIEPAIIMOHHYIO CHCTEMY CO BceMU (daiiyilaMH B 11eJIoM. B 60JIbIIMHCTBE CTydaeB
PacCIpOCTPAHAIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTozb1 3a1IUTHI OT BPEAOHOCHBIX ITPOIrpaMM:

1. Mctionb3y#l coBpeMeHHbBIE OllepalliOHHbIEe CUCTEMbI, UMEIOIIIE CEPhE3HBIN YPOBEHD
3aIlUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTrossHHO ycTaHaBIMBal mavyTH (I pPoBbIe 3aIJIATKU, KOTOPbIE aBTOMAaTUY€ECKH
yCTaHABJIUBAIOTCA C LIEJIBIO IOPAOTKU IPOTPAMMBI) U APYTHe OOHOBJIEHUS CBOEH
omeparuoHHON cucTeMbl. CKauMBai UX TOJIBKO ¢ OUITUAIIBHOTO caliTa pa3paboTynkKa
OC. Ecnu cy1iecTByeT peXKuM aBTOMaTHUeCcKOro 0OHOBJIEHU A, BKJIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEPE 10/} TPaBaMU I0JIb30BaTeIA, a He 3/IMUHUCTPATOPA.
ATO He NMO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX IPOTPAMM MHCTAJLIIMPOBATHCA HA TBOEM

MIEPCOHATTLHOM KOMIIBIOTEDE;

4. icnioib3y# aHTUBUPYCHBIE IPOTPAMMHBIE ITPOIYKTHI U3BECTHBIX ITPOU3BOUTEIIEH, C
aBTOMAaTHYECKHM OOHOBJIEHHEM 0a3;

5. Orpaanupb pu3NUecKuil OCTYI K KOMIIBIOTEPY JIJIs1 HOCTOPOHHUX JIUIL;

6. Vcnionip3yii BHENTHYE HOCUTEN NHOPMAaLNH, TaKue Kak ¢JIelika, AUCK Uin ait
13 UHTEePHeTA, TOJIBKO U3 NPOQdepPEeHHBIX NCTOYHUKOB;



7. He oTKpbIBall KOMIIBIOTEPHBIE (PAMJIBI, TOJIyUeHHbIE U3 HEHA/IEKHBIX UCTOUHUKOB.
Jlaxe Te daiiipl, KOTOPbIE IPHCIIAT TBOM 3HAKOMBIH. JIydIlle yTOUHU Y HEero, OTIIPaBJISII
Ji1 OH Tebe ux.

Cern WI-FI

Wi-Fi - 5T0 He BUJ| Iepe/iaunl IaHHbBIX, He TEXHOJIOTH S, a BCErO JIUIIb OpeH/1, MapKa.
Eme B 1991 rojty HuIepIaHACKasA KOMIIaHUA 3apeructpupoBayia opens « WECA», uto
ob6o3Hauaso caoBocodyeTanue « Wireless Fidelity», koTopbiii mepeBoiuTcs Kak
«becrpoBO/IHASA TOYHOCTH».

Jlo Hamero BpeMeHU J0IIa Apyras abopeBuaTypa, KOTOpasi IBJIAETCA TAaKOH JKe
TexHoJioruel. Ato abbpepuarypa « Wi-Fi». Takoe HazBaHHe OBLIIO TaHO ¢ HAMEKOM Ha
CTaHAAPT BBICIINK 3ByKOBOH TexHUKHU Hi-Fi, 4TO B mepeBo/ie 03HaYaeT «BhICOKAS
TOYHOCTBH».

Jla, GecIIaTHBIM MHTEPHET-A0CTYII B Kade, OTEJISAX U adPOIOPTaX ABJISIETCA OTIUIHON
BO3MOKHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTHE 5KCIIEPThI CYUTAIOT, UTO
obmenocrymabie Wi-Fi ceTu He siByIssIoTCA 6€30IMacHBIMU.

CogeTbl 110 0€30I1aCHOCTH PaboTe B 00IIEIOCTYITHBIX ceTsax Wi-fi:

1. He mepegaBaii cBOIO JTUUHYIO HHPOPMAIHIO Yepes ob01eaocTyrabie Wi-Fi cetu.
Paboras B HUX, KeJIaTeJIbHO He BBOJUTH MAPOJIU JOCTYTIA, IOTUHBI U KAKHEe-TO HOMEPA;

2. Mcnosip3yii 1 0OHOBJIAN aHTUBUPYCHBIE ITPOrpaMMBbl U OpaHaMayep. TeM caMbIM ThI
obe3ormacuIb ceds1 OT 3aKaUKH BHPyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnospzoBanuu Wi-Fi otkiroun pyHkiuio «O0mui goctyn K gaityiam u
npuHTepam». JlaHHaAa QyHKIUA 3aKPBITA [10 YMOJIYAHUIO, OJTHAKO HEKOTOPbIE
II0JIb30BATEIN aKTUBUPYIOT €€ /Il y/I00CTBa UCIIOJIb30BaHUA B paboTe wiH yuebe;

4. He ucnonp3yii nyoamunbiid WI-FI jy1s mepegaun JIMYHBIX JAaHHBIX, HAIIPUMED AJIs
BBIXO/Ia B COIMAJIbHBIE CETHU WJIU B 3JIEKTPOHHYIO MIOYTY;

5. Umonb3y# TosbKko 3amuiieHHoe coenunenne yepes HTTPS, a ue HTTP, T.e. mpu
Habope BeO-aapeca BBoU UMEHHO «https://»;

6. B Mo6ubHOM Testedone otkioun pyHkuo «I[Toaxmouenne k Wi-Fi
aBTOMaTH4ecku». He Jlomyckail aBTOMaTUYECKOTO MTOIKJIIOUEHHS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

ConajibHbIE CEeTH

CormuasibHbIE CETU AKTUBHO BXOJAT B HAIILY *KHU3Hb, MHOTHE JIIOAU PAOOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook yske 3aperucrpupoBan MULTHAD/T YETIOBEK, UTO SBJISAETCS
OZIHOM cebMOH BCEX »KUTEJIEH IIaHeThl. MHOTHE M0JIb30BaTeIN He ITIOHUMAIOT, UTO
nHpopManus, pa3MeleHHas MU B COITUATIbHBIX CETAX, MOKET ObITh Hal/IEHA U
HCII0JIb30BaHA KEM YTOJHO, B TOM UHCJIE HE 00A3aTeIbHO C OJ1ariMU HaMePEHUSIMH.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIMATIbHBIX CETAX:



1. OrpaHIYb CIUCOK JIpy3eil. Y TeOs B APY3bAX He OKHO OBITH CITydalHBIX U
HE3HAKOMBIX JIIOEH;

2. 3anuiai cBolo YacTHyIo ku3Hb. He ykasbiBall naposu, TesedoHsl, afgpeca, AaTy
TBOETO POXKAEHUA U APYTYIO JINUHYI0 HHPOPMALUIO. 3I0yMBIIIJIEHHUKNA MOTYT
HCIO0JIb30BaTh Jake NH(MOPMAIUIO O TOM, KaK Thl M1 TBOU POAUTEU IIJIAHUPYeETe
IIPOBECTU KAHUKYJIbI;

3. 3amuinai CBOI0 pemyTanuio - IEp:KU ee B UMCTOTE U 33J1aBail cebe BOIIPOC: XOTeJI ObI
TBI, UTOOBI JIPyTHE MI0JIH30BATEIN BUEJIH, UYTO ThI 3arpyKaems? [loymail, mpexae uem
YTO-TO OIyOJIMKOBATh, HATIUCATD U 3aTPy3UTh;

4. Ecyiu ThI TOBOPUIIIB C JIOJIBMH, KOTOPBIX HE 3HAEIIlb, He UCIIOJIb3yH CBOE peasibHOe
UMs U JPYTYIO JUUHYI0 HHQOPMAINN: UM, MECTO KUTETHCTBA, MECTO yUeObl U IIPOYeE;

5. 3berait pasmemenus ¢ororpaduii B IHTEPHETE, I7le Tl N300paykeH Ha MECTHOCTH,
10 KOTOPOU MOYKHO OIIPE/IEJIUTD TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanuu B COIUAILHOMN CETH HEOOXOAUMO HCIIOIb30BATh CJIOKHBIE ITAPOJIH,
cocrosimue 13 OyKB 1 uGp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. JJ1s1 conuasibHOM CETH, IIOYTHI ¥ APYTHUX CATOB HEOOXOIMIMO UCIIOJIb30BaTh pa3HbIe
napoJsv. Torga ecyiu Te6s1 B3JIOMAIOT, TO 3JI0YMBIIIIJIEHHUKH IIOJIyYaT JIOCTYII TOJIBKO K
OJTHOMY MeECTy, a He BO BCe Cpasy.

aﬂeKTpOHHI)Ie A€HbI'

aﬂeKTpOHHI)Ie A€HbI' — 3TO O4YE€Hb }Q[O6Hbll>i crioco6 HJIaTe)I(eI;JI, OJHAKO CyIIE€CTBYIOT
MOIII€HHHUKHU, KOTOPBIE XOTAT ITOJIYUYUTb O3TU A€HbI'H.

SHGKTPOHHBIG JA€HbI'Y ITIOABUJIMCH COBCEM HEAABHO 1 MMEHHO H3-3d 3TOT'O BO MHOT'HUX
rocyaapCrBax A0 CUX IIOP HE IIPOIIHMCAaHO IIPO HUX B 3aKOHAX.

B Poccun »xe oHM GYHKIIMOHUPYIOT K O HUX Y2Ke IIPOIIKNCAHO B 3aKOHE, IJIe UX
pasIesIsAoT Ha HECKOJIBKO BU/IOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHUIIA B TOM, UTO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MIPOBOAUTH onlepanuu 6e3
ueHTU(UKAIIUY [T0JIb30BATENA, a B HEAHOHUMHBIX UIEHTU(DUKAIINY T10JIb30BaTe IS
ABJIsIETCSI 00A3aTEIbHOH.

Takske ceayeT pa3jinyaTh 3JIEKTPOHHBIE (PUATHBIE EHBI'H (PABHBI FOCY/IapCTBEHHBIM
BJIIOTAM) U DJIEKTPOHHBIE HeUATHBIE JIEHbTU (HE PaBHBI TOCY/IAPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI IO OE30MMACHON PAabOTe C 3JIEKTPOHHBIMY JIEHbIAMU:
1. [IpuBsKU K cueTy MOOMJIBHBIH TetepOoH. DTO caMbIil YAOOHBIN U OBICTPHINA CLIOCOD
BOCCTAHOBUTb JIOCTYII K cueTy. IIpuBaA3aHHbIN TeeoH IOMOXKET, ecyiu 3a0yAelIb CBOMI

IUIATEXKHBIU ITapOoJIb UJIU 3ai/ielTb Ha CAaliT ¢ HE3HAKOMOTI'O YCTPOMCTBA;

2. Mcnonp3yit ogHOpa3oBble maposiu. [lociie mepexo/ia Ha YCUJIEHHYIO aBTOPU3AIHIO
Tebe yxe He Oy/IeT yrpoKaTh OMMACHOCTb KPaXkHl MJIH IlepeXBaTa IUIaTeKHOTO ITapoJis;

3. BeiGepu ciioxxHbIN apoJib. [IpectynHukam Oy/ieT He IPOCTO YraZaTh CA0KHBIN
napoJib. HajiexxkHble maposiu — 3T0 MapoJid, KOTOPhIe CoZiep KaT He MeHee 8 3HAKOB U



BKJTIOUAIOT B CE0S CTPOYHBIE U IIPOITHCHBIE OYKBBI, TU(PHI U HECKOJIBKO CHMBOJIOB,
TaKue Kak 3HaK JjoJu1apa, GyHTa, BOCK/IUIATE/IbHBIN 3HAK U T.11. Hampumep, StROng!;;

4. He BBOAM cBOM JTMUHBIE JJaHHBIE HA cAliTaX, KOTOPBIM HE JIOBEPSIEIIIb.
DJIeKTPOHHAs IIOHTA

AJIeKTPOHHAA [10YTA — 3TO TEXHOJIOTUA U IIPEA0CTABIIsAEMbIe €l0 YCIYTHU 10 IIepeChlIKe
Y TIOJTyUYE€HUIO 3JIEKTPOHHBIX COODIIEHNH, KOTOPbhIE PACIIPE/IEISAIOTCS B KOMIIBIOTEPHOM
ceTu. OOBIYHO 3JIEKTPOHHBINA MMOUTOBBIH SUK BBITJIAAUT CIEAYIONIUM 00pa3oM:
MM_II0JIb30BaTeNA@UMsA_JIoMeHa. Takke KpoMe Iepefjlaull IPOCTOTO TEKCTA, UMEETCs
BO3MOXKHOCTb Nepe/iaBaTh (PauIbl.

OcHOBHBIE COBETHI 110 0€30I1aCHOM paboTe ¢ 3IEKTPOHHON ITOYTOM:

1. Hazro BeIOpaTh IpaBUJIBHBIN TIOYTOBBIN cEPBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OecryIaTHBIX IIOUTOBBIX CEPBUCOB, OHAKO JIYUIIIE /IOBEPATH TEM, KOTO 3HAEIb U KTO
IepBbI B PEUTHHTE;

2. He ykaspIBaii B IMUHOH ITOYTE JIMYHYIO nHpopMaruio. Hampumep, jydiiie BoIOpaTh
«MYy3bIKaJIbHBIN_(haHAT@» WUJIN «POK2013» BMecTO «TeMal3»;

3. Mconp3yd AByXaTAITHYI0 aBTOPU3AIUI0. DTO KOT/Ia TOMUMO I1apoJisi HY?KHO BBOJIUTH
KOJI, IpUchlIaeMblil 110 SMS;

4. Bp16epu c103KHBIH Maposih. 11 KaXK/I0T0 IMTOYTOBOTO AIINKA J0JIKEH OBITh CBOT
Ha/Ie>KHBIN, yCTOMUYUBBIN K B3JIOMY I1apOJib;

5. Eciiu ecTh BO3MOKHOCTD HaIlMCaTh CaMOMYy CBOM JIMIHBIN BOIIPOC, HCHOJII)?)Yﬁ ITY
BO3MOXHOCTbD,

6. criosib3yii HECKOJTBKO ITOYTOBBIX AIIUKOB. [I€pBBIH JIJIs1 YaCTHOM ITEPEMUCKU C
azpecaTamMu, KOTOPBIM ThI IOBEPSEIIb. ITO SJIEKTPOHHBIN ajipec He HaJ[0 UCII0Ib30BaTh
IIPYU PETUCTPAIUH Ha GOpyMax U carTax;

7. He oTkpbIBail hailibl U APYyTHE BIAOKEHUS B TUChbMAaX TaXKe €CId OHU MPUIILIU OT
TBOUX ZIpy3el. JIydlille yTOUHU y HUX, OTIIPABJISIIIN JIU OHU Tebe 5TH antibl;

8. ITocsie okoHYaHMA PAbOTHI HA TIOUYTOBOM CEPBIUCE IEePE] 3aKPHITUEM BKJIAJIKU C
calToM He 3a0yAb HaOKaTh Ha « BBIUTH ».

KubepOy IIMHT UK BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOy JUITHHT — IIpeciie/IoBaHUEe COOOIEHUAMU, COJIEPKAIUMU OCKOPOJIEHHUS,
arpeccuio, 3allyTUBaHue; XyJIUTaHCTBO; COIaIbHOE OOMKOTUPOBAHUE C TIOMOIIBIO
Pa3JINYHBIX UHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 1O O0pBOE ¢ KNOEPOYJITMHTOM:

1. He Opocatics B 60ii. JIyuiuii cnoco6: mOCOBETOBATHCA KaK ce0s BECTH U, €CJIU HET

TOTO, K KOMY MOXKHO OOpaTUThCA, TO BHAUaJIe YCIIOKOUThCA. Ecu Thl HAaUHeIIb OTBeYaTh
OCKOpOJIEHUAMU Ha OCKOPOJIEHU A, TO TOJIBKO elife 00JIblle Pa30kKellb KOH(MIIUKT;



2. YopasJisAil cBoel KubepperyTaiuen;

3. AHOHHUMHOCTH B C€TH MHHUMAas. CymeCTBYIOT CIIOCOOBI BBIACHUTDB, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

4. He crout Bectu XyJTUTaHCKUM 00pa3 BUPTYyaJIbHOU KU3HU. IHTepHET GUKCUPYET BCe
TBOU JIEUCTBUA U COXPAHAET UX. YJUINTD UX OyZeT KpaiiHe 3aTPy/IHUTEIIHHO;

5. CobJtiozaii cBOM BUPTYaJIbHYIO YECTH CMOJIOAY;

6. IUrHOpUPYY eTMHUYHBIN HeraTuB. OTHOpa30BbIe OCKOPOUTETLHBIE COOOIIEHMS
JIydIlle UiTHOPUpPOBaTh. OOBIYHO arpeccus IIpeKpaIaeTcs Ha Ha4aJIbHO! CTaJINU;

7. baH arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSMH, B COITUATbHBIX
CETSX €CTh BO3MOKHOCTh OJIOKUPOBKH OTITIPABKH COOOIIIEHUH C OIIpe/IeJIEHHBIX aJ[PECOB;

8. Ecou ThI cBU/IeTENh KUOEpOysIinHTa. TBOU AEHCTBUSA: BBICTYIIUTH IIPOTUB
rpecyefoBaTeis, IoKa3aTh €My, UTO €0 JeUCTBUSA OI[eHUBAIOTCA HETATUBHO,
MIO//IEPIKATh KEPTBY, KOTOPOU Hy>KHA IICUXOJIOTUYECKAS TIOMOIIb, COOOIIUTH B3POCTIBIM
0 ¢akTe arpecCUBHOIO MOBEJEHU B CETU.

MobuibHBIH TeedoH

CoBpeMeHHbIe cMapT(HOHBI U IIAHIIETHI COZIEPKAT B ceOe BIIOJTHE B3POCIbIN
(GyHKIIMOHAJI, ¥ TElleph OHU MOTYT KOHKYPHPOBATh CO CTAllHOHAPHBIMH
KoMmIibloTepamMu. OTHAKO, CPEJICTB 3aIIUTHI IS TOO00HBIX YCTPOUCTB IOKA OYEHb MaJIO.
TecTpoBaHUe U MTOUCK YA3BUMOCTEH B HUX IIPOUCXOJIUT HE TAK UHTEHCHUBHO, KaK JIJIA
1K, To ke camoe KacaeTcss 1 MOOWJIbHBIX MIPUJIOKEHHH.

COBpeMeHHbIe MOOHJILHBIE 6pay3ep1>1 YXKe IIPaKTUYECKU JOI'HAa/JIN HACTOJIbHbIE
AHaJIOT'H, OAHAKO paCliupeHue (I)YHKIII/IOHEU'Ia BJIEUET 3a cO00H 6OJIbIIIYIO CJIOXKHOCTDb 1
MEHBIIYIO 3alINIITEHHOCTD.

Jlajieko He Bce MPOU3BOUTEIH BBIITyCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIE KPUTHUYECKHE
YSI3BUMOCTH JIJIsI CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI 1151 6€3011aCHOCTH MOOMJIBHOTO TesiedOoHa:
1. Huuero He siBJIsieTCs O-HaCTOSAIIEMY OecIiaTHBIM. By/ib 0CTOpOsKeH, Belb KOT/ia
Tebe mpeIaraloT OecrIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHe-TO IIJIATHbIE

yCIIyTH;

2. Jlymaii, npexze uem otapaButb SMS, ¢doTo uiau Buzeo. Tl TOUHO 3HAENID, I/ie OHU
OyZyT B KOHEUHOM UTOTE?

3. Heo6xoiM0o 0OHOBJIATH OMIEPAIIOHHYIO CHCTEMY TBOET0 CMapT(hOHA;
4. Vlcnonp3yil aHTUBUPYCHBIE IPOTPAMMBI /1711 MOOMJIBHBIX Tee(OHOB;

5. He 3arpy>1<aﬁ IIPUJIOKEHUA OT HEM3BECTHOTO HCTOYHHUKA, B€Ib OHHU MOI'YT COAEPXKATb
Bp€AOHOCHOE IIpOrpaMMHO€ O6€CH€‘I€HI/I6;



6. [Tocsie TOTO Kak THI BHIMJIENID C CANTA, /i€ BBOAWUJI JIUUHYIO HH(GOPMAIUIO, 3al/I1 B
HAaCTPOUKHM Opaysepa M yjiaiu cookies;

7. Illepuoguuecku IpoBePsN Kakue IJIaTHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. laBaii cBOIf HOMep MOOMJIBLHOTO TeiepOHA TOIBKO JIOAAM, KOTOPBIX ThI 3HAEIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth moszxeH GBITH BHIKJIIOUEH, KOT/Ia ThI KM He I0JIb3yelbesi. He 3a0biBaii
WHOT/IA IIPOBEPSATH 3TO.

Online urpser

CoBpeMeHHbIe OHJIAH-UTPHI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOIIKE PA3BIeUeHUS,
00BEIUHSIONE COTHH THICAY YEJIOBEK 1T0 BceMy MUpPY. ITPOKU UCCIIEYIOT JaHHBIA UM
MHUP, OOIIAIOTCSA APYT C APYTOM, BBITIOJTHSIOT 3aJJaHUS, CPAYKAIOTCSA C MOHCTPAMH U
MIOJIYYaIOT OIBIT. 32 Y/IOBOJILCTBUE OHHU IIATSAT: MOKYMAIOT IUCK, OTLJIAYUBAIOT
a0OHEMEHT WJIU TPHUOOPETAI0T KaKue-TO OIITUH.

Bce aTu cpeficTBa UAYT Ha MO/Iep:KaHUEe U Pa3BUTHE UTPHI, a TAK)Ke HA caMy
0€e30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMBI AaBTOPU3AIUH, BBIITYCKAIOTCSA HOBBIE TATUYH

(mudpoBbIe 3amIaTKU JJ1s IPOTPaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUI'pax CTOUT OIlaCcaTbCA HE€ CTOJIBKO CBOUX COIIEPDHUKOB, CKOJIbKO KpaKu1
TBOETO I1ap0Jid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUI'POBOI'O aKKAayHTa:

1. Ecotu ipyroit urpok BejieT cebst I10X0 WIU co371aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€r0 B CIIMCKE UTPOKOB;

2. HO}I(aJIYfIC}I AAMHUHHCTPATOPaM HUI'PBI Ha IIJIOXO0€ ITIOBEACHHE 3TOT'O UTPOKa,
JKeJraTeJIbHO ITPUJIOKUTD KaKHMe-TO A0Ka3aTE/IbCTBA B BU/1€ CKPUHOB;

3. He yxazpiBaiil imuHy10 uHGoOpMaIuo B npodaiisie Urphi;
4. YBaxkail IpyTuX y4aCTHUKOB IIO UTDE;

5. He yctanaBiuBaii HeodunuaabHble IaTYU U MOJIBI;

6. Vlcriosip3yli c105KHBIE U Pa3Hble 1apoJIH;

7. Jaxke BOo BpeMs UTPHI He CTOUT OTKJIIOYATh aHTUBHUPYC. [loka ThI urpaelib, TBOI
KOMIIBIOTEP MOTIYT 3apPa3uTh.

QUIMHT WK Kpaska JIMYHBIX JJAHHBIX
OOBIYHOU KparKel JIeHeT U JOKYMEHTOB CETOIHSA y3Ke HUKOTO He YUBHIIb, HO C

pa3BUTHUEM I/IHTepHeT-TeXHOJIOI‘I/Iﬁ 3JIOYMBIIVICHHUKHX IIEPEMECTU/IMCh B UHTEPHET, U
IIPpOAOJIZKAIOT 3aHUMATbCA «JTFOOMMBIM » JEJIOM.



Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (DUIIIMHT, TJIABHAS [1eJTh
KOTOPOTO COCTOUT B TIOJIyUeHUU KOH(PUIEHITUAIBHBIX JJAHHBIX IT0JIb30BaTEIed —
JIOTMHOB ¥ mapoJiei. Ha anruiickom s3bike phishing yntaercs kak ¢pumusr (ot fishing
— pbIOHas JI0BJIsL, password — 1apoJib).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUIITUHTOM:

1. Citezix 3a CBOMM aKKayHTOM. EC/IH ThI 110/103peBaelib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO He0OX0TMMO 3a0JI0KMPOBATh €€ U COOOIUTh aJIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Mcrionp3yii 6e30macHble BeO-CalThl, B TOM UHCJIe, HHTEPHET-MarasnHOB 1
IIOMCKOBBIX CHCTEM;

3. Mcrionp3yii cy1okHble U pa3Hble naposu. Takum o6pa3oM, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBIIIIEHHUKY MOJIyYaT AOCTY TOJIBKO K OJJHOMY TBOEMY ITPOMUIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs B3s10MasH, TO HEOOXOAUMO IIPEAYyIIPENUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
7100aBJIeHBI y T€OA B PY3bSIX, O TOM, UTO TeOS B3JIOMAJIN U, BO3BMOKHO, OT TBOETO
“MeHH Oy/IeT pacchUIaThCA CIIaM M CChUIKU HA (PUIITMHTOBBIE CAWTHI;

5. YcraHoBY HajieskHbIH naposib (PIN) Ha MOOMIIBHBIN TeedOH;
6. OTKJIIOUY cOXpaHeHHe ImapoJis B Opay3epe;

7. He oTKpbIBaii (paliyIbl U IPYTHE BJIOKEHUS B IUChMAX JJa’Ke €CJTU OHU IIPUIILIH OT
TBOUX JIpy3e. JIydllle yTOUHHU Y HUX, OTIIPABJISLIIA JIM OHH Tebe 3TU (paiIbl.

udposas pemyramus

[Mudposas pemyrarys - 3T0 HETaTUBHAs WJIU ITO3UTHBHAsA HH(POPMAIUs B CETH O Tebe.
Kommpomerupymotias nHpopMaIys pa3MelieHHasA B UHTEPHETE MOXKET CEPhe3HBIM
00pa3oM OTpa3uThCA HA TBOEH peaslbHOU ku3HU. «[{udpoBas pemyranusa» - 3T0 TBOU
UMUK, KOTOPBIX (hopMupyercs u3 nHpopmanuu o Tebe B MHTEPHETE.

TBoe MecTO KUTeJIbCTBA, yueObl, TBOe (UHAHCOBOE IOJIOKEHNE, 0COOEHHOCTH
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIUBAETCS B CETH.

MHorue noIpOCTKH JIETKOMBICJIEHHO OTHOCSTCS K ITyOJIMKAINH JIMYHON HHpOpMAIUY B
VHTepHeTe, HEe MOHNMAs BO3MOXKHBIX TOCIIeZCTBUM. ThI 1ajke HE CMOKEITb JIOTaJIaThCs
0 ToM, u4TO (poTtorpadus, pazMelleHHas 5 JeT Ha3a/l, cTaja IPUINHOU 0TKa3a IPUHATH
Tebs Ha paboTy.

KommeHnTapuu, pazmenieHue TBoux pororpaduii u pyrue AeicTBUA MOTYT He
HCUE3HYTb JlaKe I0CJIe TOTO, KaK Thl UX YAAIUIIb. Thl He 3Haelllb, KTO COXPaHUJI 3Ty
rHdOpMauio, Ionaja JIM OHA B IOUCKOBbIE CUCTEMBI U COXPAHUJIACH JIU OHA, a
[JIaBHOE: UTO MOAYMAIOT O Tebe OKpy:Karolilee JII0/I1, KOTOpble HAUAYT U YBUJIAT 3TO.
Haiitu nuadopmaIyio MHOTO JIET CITyCTs CMOXKET JIF0O0H - KaK U3 I00pBIX NOOYKAEHUH,
TaK U ¢ HaMepeHHeM IPUUNHUTH BpeJl. ITO MOXKeT OBITh KTO YTOHO.

OcHOBHBIE COBETHI MO 3a1uTe MUGPOBOU pelryTaIluu:



1. ITogymaii, mpex/ie uemM 4TO-TO IIyOJIMKOBATh U IIepeIaBaTh y ce0s B 6JI0Te WU B
COIIMAIbHOM CETH;

2. B HacTpoiikax mpodusis yCTaHOBU OTPaHUYEHUS HA IIPOCMOTP TBOETro MPOoQUIsi U ero
COJIEP>KUMOTO, CIeIal €T0 TOJIBKO «JJIsl JIPy3€eii»;

3. He pasmemaii u He yka3pIBal HHMOPMAITHUIO, KOTOPasi MOXKET KOT0-JI00 OCKOPOJIATH
WJIA OOMKAaTh.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE IIKOJIbHUKH- AaKTUBHBIE IT0JIb30BaTe U IU(POBOTO MPOCTPAHCTBA.
OJIHaKO JTaJIEKO He BCe 3HAIOT, UTO MOJIb30BAHHE MHOTUMU BO3MOXKHOCTSIMHU IHU(GPOBOTO
Mupa TpebyeT cobIIoIeHNs ITPaB Ha HHTEJUIEKTYAIbHYI0 COOCTBEHHOCT.

TepMUH «UHTEJIIEKTYaIbHAsI COOCTBEHHOCTh» OTHOCUTCSA K Pa3JIUUYHBIM TBOPEHUAM
YeJIOBEUECKOT0 YMa, HAUMHAsA ¢ HOBBIX N300peTEHNH 1 3HAKOB, 0003HAYAOIIINX
cOOCTBEHHOCTH Ha TPOAYKTHI U YCIIYTH , U 3aKAaHIUBasi KHUTaMH, GOTOTpadusAMH,
KUHODMIBMaMU 1 My3bIKQJIbHBIMU TPON3BEJEHUAMM.

ABTOpCKHeE IMpaBa - 3TO IIPaBa Ha WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD Ha IMTPOU3BEIEHUS
HayKH, JINTEPATYPhI U UCKyCCTBa. ABTOPCKHUE IIPaBa BBICTYIIAIOT B KAUeCTBE TapaHTUH
TOT'0, YTO UHTEJIJIEKTyaJIbHBIH /TBOPUECKHI TPY/T aBTOPA He Oy/IeT HAIPaCHbBIM, JIaCT eMY
CIIpaBe//TUBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOETro TPYAa, IIOJIYIUTh
HM3BECTHOCTH U Mpu3HaHue. HuKTO 6e3 pa3penieHus: aBTopa He MOKET BOCIIPOU3BOJIUTD
€ro IIPOU3BEJIEHNE, PACIIPOCTPAHATD, ITyOJIMTYHO IEMOHCTPUPOBATH, IIPO/IaBaTh,
MMIIOPTHUPOBATh, IIyCKATh B IIPOKAT, ITyOJIMIHO UCIIOJTHATH, IOKAa3bIBAaTh/ UCIIOJTHATH B
a¢dupe win pazmemaTs B VIHTEpHETE.

Hcrosip30BaHueE « IMUPATCKOTO» IIPOrpaMMHOTI'O obecrieueHusA MOKET IIPUBECTH K
MHOT'MM PUCKaM: OT ITIOTEPH AAaHHBIX K TBOMM aKKayHTaM 10 6JIOKI/IpOBKI/I TBOETO
YCTpOﬁCTBa, rae YCTaHOB)IEHHbeI HeE jieraJibHad IIporpaMma. He cTrout Tak:xe 3a6bIBaTI>,
YTO CYILIECTBYET JICTAJIbHbIE 1 OecIIaTHBIE IIporpamMmbl, KOTOPbI€ MO>KHO HAUTH B CETH.

O noptane

CeTeBUYOK.p( - TBOU IJIaBHBIU COBETYUK B CETH. 3/1€Ch Thl MOXKEIllb y3HATH O
6e301acHOCTH B CETU NOHATHBIM U JJOCTYITHBIM A3BIKOM, a I[P BO3HUKHOBEHUH
KPUTUYECKON CUTYallMN OOPATUTHCS 32 COBETOM. A TaK»Ke IPUHSATDH YIACTHE B
KOHKYPCaxX U CTaTh CAMBIM IIU(PPOBBIM I'PAKAAHUHOM !
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